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ABSTRACT
Inter-Vehicles Networks (IVNs) have emerged as a new envi-
ronment for intelligent transportation applications. Usually,
some mortal accidents are mainly caused by human errors,
because it is difficult for a driver to be aware of road context.
An embedded system to collect important context informa-
tion like the ABS triggering and warn drivers in order to
improve the safety of driving is required. In this paper, a
context-aware embedded system was designed and imple-
mented to deploy context-aware applications. This system
uses a diagnostic interface to plug into the vehicle existing
network (i.e. CAN bus system) and extract relevant infor-
mation messages. This information should be shared with
surrounding vehicles via wireless communication technolo-
gies by warning their drivers about an unexpected event. A
real experimental test was conducted and some preliminary
results are reported to first shed more light on the effective-
ness of the proposed solution.

Categories and Subject Descriptors
J.7 [Computer Applications]: Computers in other sys-
tems

General Terms
Design, Experimentation, Performance
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1. INTRODUCTION
The growing pervasion of computing in Intelligent Vehicles

and Smart Roads (IVSR) has brought the term context to
focus within a variety of ITS applications. Context is any
information that can be used to characterize the situation
of an entity. In IVSR, context means the driving situation
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consisting of the road and all objects within it, i.e., vehicles,
drivers, and the road. Furthermore, the expansion usage of
wireless communication technologies, considerable research
efforts have done in the area of inter-vehicle communications
[4]. The objective is to increase the driver safety and comfort
by relaying required information about the context from one
vehicle to another. However, information coming from only
one vehicle may be not credible and reliable to trigger a
right alert action. A smart system should be developed to
allow vehicles within a geographical area to be involved by
communicating their context in order to either confirm or
reject emergency situation. Involving multiple vehicles in
exchanging context information will increase the confidence
of a global current context [6].

To achieve this objective, a context-aware information sys-
tem (CAIS) enriched by prevention functionalities to im-
prove driver awareness should be deployed within vehicles.
A driver experiencing a potentially dangerous situation will
be detected by CAIS, which communicates this information
in order to inform in advance drivers approaching that they
may also experience similar conditions. For example, once
the system is notified that the ABS (Anti-Lock Braking Sys-
tem) of the vehicle is activated to indicate a potentially dan-
gerous situation such as incident or bad road conditions (e.g.,
icy road, strong rainfall or snow), it will share this informa-
tion and other drivers will be informed to take preventive
actions before getting into the same dangerous situation [3].
Another important scenario concerns exchanging informa-
tion between vehicles to prevent traffic jams from growing
to fast. For example, a driver having a vehicle in the front
that embeds a fast traffic detection sensors can send the traf-
fic state and drivers of follower or nearby vehicles can take
preventive actions to avoid the congested areas.

In this paper, an embedded system was designed and im-
plemented to deploy context-aware applications. This sys-
tem uses a diagnostic interface to plug into the vehicle exist-
ing network (i.e. CAN bus) and extract relevant information
messages. Wireless communication modules, mainly Zig-
Bee and GPS/GPRS, are integrated in the system to com-
municate with other surrounding vehicles as well as emer-
gency/control center. A working scenario was tested and
concerns the in-vehicle ABS activation. Vehicles receiving
this information increases their knowledge state and may
warn their drivers by informing them that the road is slip-
pery or there exists snow or gravel on the road. Hence, the
embedded system is able to connect into the existing CAN
bus system of light-duty vehicles and decode exchanged mes-
sages in order to collect some context information about the



vehicle internal state. Furthermore, this information should
not remain in the local vehicle, but should sent to exter-
nal entities (to the infrastructure via V2I1 communication
or to the other surrounding vehicles via V2V2) communi-
cation. This effort is a part of our work in the EU FP7
project, ASSET (Advanced Safety and Driver Support for
Essential Road Transport)3, with the main objective is to
develop context-aware applications.

The remainder of this paper is as follows. Section 2 presents
the related work and background. In section 3, the architec-
ture of the context-aware information system is presented.
Section 4 presents diagnostic interface we have developed. In
section 5, the experimental study together with some pre-
liminary results are presented. Conclusions and future work
are presented in section 6.

2. RELATED WORK AND BACKGROUND
Context awareness originated as a term from pervasive

computing which sought to deal with linking changes in
the environment with computer systems. More precisely,
in pervasive computing, mobile computing technologies can
be used to enhance people’s interactions during unexpected
contexts acoording to the classification presented in [7, 8, 1].
Interactions between users are based on geographic proxim-
ity and context-awareness and can occur in a shared local,
such as in the office, in the elevator, at the grocery store, in
the class, in the library, in the pool area, in the gym, on the
road, etc. In IVSR, there are two major types of driver’s
context: the internal context and the external context. The
internal context includes two important parts: the state of
the driver (e.g., drunk, sleepy, etc.) and his driving attitude
(e.g., tired, instantaneous breaking, etc.), and the state of
the vehicle (e.g., ABS activation, engine temperature, oil
level, etc). The external context refers to the situation or
the environment such as the road state or the driving rules.

The modern vehicle is no longer a single assemblage of
components operating independently of each other. There
are more and more electronic components being used in ve-
hicles in order to be more safe and comfortable as well as to
satisfy the government’s requirements for improved emission
control and reduced fuel consumption. Examples of such
components include engine management, active suspension,
ABS, gear control, lighting control, air conditioning, airbags
and central locking. The increasing number of components
and their complexity requires a communication interface to
exchange between them. Therefore, CAN becomes the most
efficient way to enable vehicle’s electronic components to
communicate with each other.

CAN is a serial communication network that uses Non
Return to Zero (NRZ) encoding (with bit-stuffing) for data
communication on a differential two wire bus CAN-High and
CAN-Low (CAN H and CAN L). Almost every new passen-
ger car manufactured in Europe is equipped with at least one
CAN network. An example of the distributed control archi-
tecture of the Volvo XC90 is given by [11]. Bosch developed
the CAN, which has since then been standardized interna-
tionally (ISO 11898) 1993 and has been ”cast in silicon” by
several semiconductor manufacturers [5]. It is widely used
in the automotive to make vehicle’s electronic components

1Vehicle to Infrastructure
2Vehicle to Vehicle
3http://www.project-asset.com/

interact. CAN networks are easily to be configurable overall
system and possible to diagnose centrally. This subject has
been the focus of a lot of research and development. For ex-
ample, [13] designs and applies a CAN system to meet the
need of real-time control for traction control system (TCS)
of 2WD vehicle. [15] developed a network control system of
CAN and applied it to an electronic control and detection
system for a dry hybrid belt continuously variable transmis-
sion (A-CVT). In [2, 12, 14], authors have studied features
of CAN bus and designed many applications.

The vehicle’s existing CAN bus provides numerous im-
portant information, such as information on Airbag, on the
trigger of ABS, about the engine, etc. These information
can be exploited and used to develop context-aware appli-
cation to increase road safety. However, in light-duty ve-
hicles, the existing CAN bus normally is a private and a
close bus. Every automobile manufacturer has its own CAN
bus system, but identifiers of frames or messages exchanged
between in-vehicle components cannot be directly decoded
because components identifiers are hidden by vehicles man-
ufacturers. Hence, information from the vehicle CAN bus
cannot be directly accessible through this system.

In this paper, a context-aware information system is pre-
sented. The system is able to interact with CAN bus system,
extract relevant information and send it to the infrastructure
or to other vehicles. In other words, the system could extract
context information and aware the driver about dangerous
situation by offering a support for inexperienced drivers in
harsh or unknown environment. As proof of concept, we
focus only on internal context by collecting some relevant
information from in-vehicle CAN bus. In the best of our
knowledge, a little work have been done to use of the CAN
system to develop context-aware applications in intelligent
vehicles and smart roads.

3. EMBEDDED SYSTEM ARCHITECTURE
The architecture of the system is composed of a diag-

nostic interface, an embedded computer, a wireless com-
munication and GPS component, and a touch screen (see
Figure 1). The diagnostic interface is needed to plug into
the vehicle’s existing CAN bus. The embedded computer
is used to gather the CAN bus frames, decode, and ana-
lyze their content. Wireless communications are realized
by the terminologies ZigBee and GPRS: ZigBee is used for
the wireless communication between vehicles (V2V), and the
GPS/GPRS module for wireless communication with an in-
frastructure (V2I) since it offers the vehicle’s position and
support a long-distance transmission [4].

For V2V communication, XBee-PRO 868 modules are used
and connected to the laptop PC by using the serial commu-
nication RS232 or the USB. AGPS receiver, Navibe GM720
has been used and can track up 20 satellites and update
data position every 0.1 second [9]. A program for our wire-
less communications has been developed that allows the re-
ception of data from the USB GPS receiver, the periodical
data transmission through the XBee-PRO 868 modules, and
recording data received. A touch screen is integrated into
the system for interacting with the driver. The NI TPC-
2106 Touch Panel is used and is working under Windows
CE and programmed with LabVIEW.

On-Board Diagnostics, called OBD, is used to connect the
laptop PC to the vehicle’s existing CAN bus, as shown in
Figure 2. It’s worth to noting that most modern vehicles



Figure 1: Block diagram of designed system

have the OBD and the OBD-II standard that specifies the
type of diagnostic connector and its pin out (shown on the
left of Figure 2). CAN bus is used in the OBD-II vehi-
cle diagnostics standard, but it is mandatory for all cars
and light trucks sold in the United States since 1996. The
EOBD standard is mandatory for all petrol vehicles sold in
the European Union since 2001 and all diesel vehicles since
2004 [10].

Figure 2: Design of the Diagnostic Interface

From laptop side, a connector USB-CAN (also called Spy
Can) is used to read messages transmitted in the vehicle
CAN. NI USB-8473 CAN Interface meets requirements and
provides Hi-Speed USB interface for connecting PC to CAN
networks and devices. It support CAN 2.0A (11-bit) and
extended CAN 2.0B (29-bit) arbitration ID. It integrates
Philips SJA1000 CAN controller and ISO 11898 physical
layer Philips TJA1041 high-speed CAN transceiver. This
USB-CAN interface is shown on the right side of Figure 2
with its pin out. To join together two ends, a DB nine sup-
port cable is used. So the pin 2 of NI USB CAN connector
is connected to the pin 14 of ODB II connector as the line
CAN L (L for Low), the other is the line CAN H (H for
High). Thus, the laptop PC can gather information from
the vehicle’s CAN. Note that there are several CAN Bus in
the vehicle e.g. the security CAN bus and the comfort CAN
Bus. The vehicle’s existing CAN bus, which we connected
with OBD II connector, is the one concern the safety.

4. INTERNAL CONTEXT DECODING
The diagnostic interface, we have developed, is used to ex-

tract CAN frames and decode them. For this purpose, the
laptop has been programmed with LabVIEW for receiving
and saving the frames coming from the vehicle CAN bus.
Figure 3 shows the output of the developed LabVIEW pro-
gram, which displays the received CAN frames. Other in-
formation like the time, identifiers, the frame type, the data
length and content of data are also displayed. A baud rate
of 500kb/s is needed in order to receive frames correctly.
This value was obtained through many tests. Follow the
extended frame format of CAN network (with 29 identifier
bits), the LabVIEW program helps us automatically sepa-
rating the CAN frame into 4 parts: identifiers, the frame
type, the data length, and content of data.

Figure 3: The received frame

The next step is to identify the CAN Bus frames (i.e.,
finding identifiers), filter, and collect interesting frames rep-
resenting the internal context information about the state
of the vehicle. It is worth to notice that identifiers are
hidden information by automotive companies and difficult
even impossible to get them from the car manufacturers.
This is a key point of our work and quite a complicated
task. The decoding was successfully done after many trials
for finding a change in the data of frame according to each
identifier. Every independent operation would change some
frame data. It was therefore necessary to repeat some ac-
tions (e.g., switch on lights crossing) to identify changes in
bit-level of the frame. After many trials, important iden-
tifiers and frames data have been found out and decoded.
Table 1 shows some decoding identifiers. Thus, with this
method, the existing vehicle CAN’s frames were decoded,
the vehicle CAN bus became now more transparent.

ID Byte Modified Bit Description
432 6 3 Driver not fasten belt
208 0 3 Handbrake
412 0 3 Reverse gear
412 0 4 Brake
50D 1 6 ABS

Table 1: Identifiers table

Figure 4 shows some information about the vehicle in-
ternal context obtained by this method and the LabVIEW
program. In this program, it is shown that the task to collect



such information like the ABS triggering, the engine speed
and its fuel temperature, some types of lights (left signal,
fog light), brake, etc, have been identified. Figure 5 shows
the diagram of our program.

Figure 4: Context information about the vehicle
from the vehicle CAN bus

Figure 5: Diagrams of the LabVIEW program

5. THE EXPERIMENTAL STUDY
In the experimental study we have conducted, a function-

ality of ABS activation alert has been realized and tested.
The test scenario together with the system architecture are
illustrated in Figure 6 and composed of a laptop computer
which is connected to the vehicle existent CAN bus by ODBII
connector, a Zigbee emitter/receiver, and a GPS receiver.

The test scenario consists of two vehicles (vehicle 1 and ve-
hicle 2). The vehicle 1 triggers its ABS during the travel and
information of the ABS activation events was extracted from
the CAN bus via our diagnostic interface. The developed
LabVIEW program allows storing the different information
to determine if some information are crucial for the safety
driving and to decide to display those information to the
driver on the touch screen or to send them through wireless
devices to the vehicle 2 or to the infrastructure (e.g. emer-
gency or control center). The control center can monitor
vehicles position, their speed, the ABS activation, etc. By
using this system, vehicles within geographical area should

be involved by communicating their context in order to ei-
ther confirm or reject emergency situation. Involving multi-
ple vehicles in exchanging context information will increase
the confidence of a global current context. For example, if
the control center receives several messages of ABS trigger-
ing, then it will call the corresponding service to handle the
problem before some drivers getting in dangerous situation.

Several tests were conducted and realized in the city and
on a highway segment with different vehicles speed and vehi-
cle distances. When ABS of vehicle 1 is triggered, the driver
will discover this information on the touch screen and in the
same time, this information is transmitted successfully to
other neighboring vehicles (e.g., vehicle 2) by a ZigBee wire-
less communication module. Vehicle 2 which equipped with
a Laptop, LabVIEW and ZigBee module received correctly
the information about the triggering of the first vehicle ABS
triggering. Furthermore, this information was also delivered
to a server of an infrastructure by a GPRS wireless commu-
nication.

Figure 7: ABS activation alert test using a ZigBee
communication

The scenario considered has been tested in real environ-
nement. The figure 7 shows the ABS warning in the second
vehicle. It was noticed that the signal reception quality is
not affected by the speed variation of both vehicles but is
only affected by the relative vehicle distance. According
to the specification of the used ZigBee module, the maxi-
mum distance for receiving signal is around 300m. Results
presented in Figure 8 illustrate the relation between the sig-
nal level and the distance between the two vehicles in the
city. When the distance between the two vehicles grows, the
signal level decreases. We have also noticed that the trans-
mission succeeds when the distance between the two mobile
nodes is below or equals 300m.

Figure 9 shows the relation between the signal level and
the distance between the two vehicles on the highway. As
there are less obstacles on the highway, the communication
range is higher (between 750m and 1Km). For security ap-
plications, this fact is very useful, which means that on the
highway users could be informed sooner, mainly in case of
an accident. This is very useful, as driving speeds are much
higher on the highway and therefore drivers must be noti-
fied earlier if they need to change or adapt their driving to
a novel situation (accident, traffic jam, emergency, etc.).

6. CONCLUSIONS AND FUTURE WORK
The CAN is most widely used in the light-duty automo-

tive and industrial market segments. Typical applications
for CAN are motor vehicles, utility vehicles, and industrial
automation. It provides a lot of information about the ve-
hicle, which are collected from different sensors. But in the
automotive industry, every automobile company has its own



Figure 6: ABS activation alert experimental system and the test scenario

Figure 8: Signal level VS distance in urban

CAN bus system, their CAN bus is a private and close bus,
the frame identifier of the CAN bus system is secret. There-
fore, no communication with the existing CAN bus can be
easily established. In this paper, a context aware embedded
system was introduced to extract internal information about
the vehicle context. The system is interconnected to the ve-
hicle existing CAN system and decode the CAN information
messages. The system use also wireless communication mod-
ules, mainly ZigBee and GPS/GPRS, to share relevant infor-
mation. A real experimental test was conducted and some
preliminary results are reported and show that extracting
internal vehicle context is required to develop context-aware
applications. Additional experiments together with extract-
ing more contextual information is our ongoing work.
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Figure 9: Signal level VS distance on the highway
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